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Outline

AThe agony of ring 3

AEscaping to the deepest, darkest, depths of the system where
few mortals dare tread

A2 new take-complete-control-of-the-system-and-defeat-all-
security BIOS exploits: The King's Gambit, The Queen's Gambit

ADisclosure timeline and vendor response
AThe Watcher appears!

AQuestioning your assumptions (and assessing your risk) with
Copernicus

AConclusion
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PERSISTENCE

FIRMWARE FLASH
» Hardware-specific, but it’s always there

» Can modify everything
p SEC, PEl, DXE, BDS, custom drivers, whatever

» Can be written to from the OS
p flashrom

» So awesome. A++++ would buy again.

De Mysteriis Dom Jobsivs - Black Hat USA

Goal: achieve 11/10 on Snare awesomeness scale.
MITRE




Attack Model (1 of 2)

Adminis'r-u br: C:\Windows' system i md.exe "'
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G:Hl-!indcl‘ system32 >vhoami ‘ ‘

nt au.thu' y~sustem
AAn attacker has gained administrator access on a victim
Windows 8 machine

ABut they are still constrained by the limits of ring 3
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Attack Model (2 of 2)

A Attackers always want
I More Power
I More Persistence
I More Stealth

ITR
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Typical Post-Exploitation Privilege Escalation

Ring 0

Admin Ring 3

A Starting with x64 Windows vista, kernel drivers must be signed and contain
an Authenticode certificate

Aln a typical post-exploitation privilege escalation, the attacker wants to
bypass the signed driver requirement to install a kernel level rootkit

A Various methods to achieve this are possible, including:
I Exploit existing kernel drivers
I Install a legitimate (signed), but vulnerable, driver and exploit it

A This style of privilege escalation has been well explored by other
researchers such as [6][7].

A There are other, more extreme, lands the attacker may wish to explore
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Other Escalation Options (1 of 2)

Platform
Firmware (UEFI)

SMM

Boot Loader
(MBR)

Ring 0

Admin Ring 3

AThere are other more interesting post-exploitation options an
attacker may consider:

I Bootkit the system
I Install SMM rootkit
I Install BIOS rootkit
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Other Escalation Options (2 of 2)

Signed BIOS Enforcement

Platform
Firmware (UEFI)

SMM

Boot Loader

(MBR) Chipset Protection

Ring0

Secure Boot
Admin Ring 3

AModern platforms contain protections against these more exotic
post-exploitation privilege-escalations

I Bootkit the system (Prevented by Secure Boot)
I Install SMM rootkit (SMM is locked on modern systems)
I Install BIOS rootkit (SPI Flash protected by lockdown mechanisms)
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Extreme Privilege Escalation (1 of 2)

Platform
Firmware (UEFI)

SMM

Boot Loader
(MBR)

Ring 0

Admin Ring 3

AThis talk presents extreme privilege escalation

I Administrator userland process exploits the platform firmware
(UEFI)

I Exploit achieved by means of a new API introduced in Windows 8
ITR
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Extreme Privilege Escalation (2 of 2)

Platform
Firmware (UEFI)

SMM

Boot Loader
(MBR)

Ring 0

Admin Ring 3

A Once the attacker has arbitrary code execution in the context of the
platform firmware, he is able to:

I Control other "rings" on the platform (SMM, Ring 0)
I Persist beyond operating system re-installations
I Permanently "brick" the victim computer

© 2014 The MITRE Corporation. All rights reserved.
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Target Of Attack

AModern Windows 8 systems ship with UEFI firmware

AUEFI is designed to replace conventional BIOS and provides a
well defined interface to the operating system

© 2014 The MITRE Corporation. All rights reserved.
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Obligatory UEFI Diagram

Pre Interface
: 0S-Absent
Verifier . App

S 0

Transient OS
Environment

@)

Transient OS
Boot Loader

0OS-Present
App

EFI Driver
Dispatcher

ISrLtrilysic Final OS Final OS
rvices Boot Loader Jilid Environment g

security p,
Security Pre EFI Driver Boot Transient Run Time After
(SEC) |Initialization Execution Dev System Load (RT) Life
(PEI) Environment Select (TSL) {AL)
(DXE) (BDS)
Power on — [ . . Platform initialization . .]———[....OS boot....] + Shutdown
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Windows 8 API

SetFirmwareEnvironmentVariable
function

Sets the value of the specified firmware environment variable.

Syntax

r C++

BOOL WINAPI SetFirmwareEnvironmentVariable(
_In_ LPCTSTR lpName,
_In_ LPCTSTR lpGuid,
_In_ PVOID pBuffer,
_In_ DWORD nSize

);

AWindows 8 has introduced an API that allows a privileged
userland process to interface with a subset of the UEFI interface

© 2014 The MITRE Corporation. All rights reserved.



14

EFI Variable Creation Flow

SPI Flash

am Windows 8

ACertain EFI variables can be created/modified/deleted by the
operating system

I For example, variables that control the boot order and platform
language

AThe firmware can also use EFI variables to communicate
information to the operating system
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EFI Variable Consumption

SPI Flash

Non Volatile Variables
UEFI Code

am Windows 8

A The UEFI variable interface is a conduit by which a less privileged
entity (admin Ring 3) can produce data for a more complicated
_entity (the firmware) to consume

AThis is roughly similar to environment variable parsing attack
surface on *nix systems
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Previous EFI Variable Issues (1 of 2)

Vulnerability Note VU#758382
Unauthorized modification of UEFI variables in UEFI systems

Original Release date: 09 Jun 2014 | Last revised: 19 Jun 2014

& Print a Tweet K] send Share

Overview

Certain firmware implementations may not correctly protect and validate information contained in certain UEF] variables.
Exploitation of such vulnerabilities could potentially lead to bypass of security features and/or denial of service for the
platfarm.

Description

As discussed in recent conference publications (CanSecWest 2014, Syscan 2014, and Hack-in-the-Box 2014) certain
LEFI implementations do not correctly protect and validate information contained in the "Setup” UEF! variable. On some
systems, this variable can be overwritten using operating system APls. Exploitation of this vulnerability could potentially
lead to bypass of security features, such as secure boot, and/or denial of service for the platform. Please refer to the
conference publications for further details.

Impact

Allocal attacker that obtains administrator access to the operating system may be able to modify LUEF| variables.
Exploitation of such vulnerabilities could potentially lead to bypass of security features and/or denial of service for the
platform.

AWeodve al rdes@otieyed[d3) with Intel some vulnerabilities
associated with EFI Variables that allowed bypassing secure
boot and/or bricking the platform

© 2014 The MITRE Corporation. All rights reserved.
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Previous EFI Variable Issues (2 of 2)

Vulnerability Note VU#758382
Unauthorized modification of UEFI variables in UEFI systems

Felegse date g M 14 F=t revised 1 i 14

Lrigdinal Release dale. Ua JUun U004 | Last revised: 14 JUn U4

& Print a Tweet K] send Share

Overview

Certain firmware implementations may not correctly protect and validate information contained in certain UEF] variables.
Exploitation of such vulnerabilities could potentially lead to bypass of security features and/or denial of service for the
platfarm.

Description

As discussed in recent conference publications (CanSecWest 2014, Syscan 2014, and Hack-in-the-Box 2014) certain
LEFI implementations do not correctly protect and validate information contained in the "Setup” UEF! variable. On some
systems, this variable can be overwritten using operating system APls. Exploitation of this vulnerability could potentially
lead to bypass of security features, such as secure boot, and/or denial of service for the platform. Please refer to the
conference publications for further details.

Impact

Allocal attacker that obtains administrator access to the operating system may be able to modify LUEF| variables.
Exploitation of such vulnerabilities could potentially lead to bypass of security features and/or denial of service for the
platform.

AHowever, VU #758382 was leveraging a proprietary Independent
BIOS Vendor (IBV) implementation mistake, it would be more
devastating if an attacker found a variable vulnerability more
generic to UEFI

© 2014 The MITRE Corporation. All rights reserved.
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UEFI Vulnerability Proliferation

|
UEFI ) . .

- ” Notional, not literal, representation of
(Unified the flow of code between vendors
Extensible
Firmware

Interface)

— Z 3 \\
IBVs ‘ . . )
i A e l o)) GiNsyde

OEMs

(Original ML P p—
equipment @ isus lenovo. aCer

manufacturers)

AIf an attacker finds a vulnerability in the UEFI "reference
Implementation," its proliferation across IBVs and OEMs would
potentially be wide spread.
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Auditing UEF!

* Page Discussion Read View source

Welcome
ubK2014 UEEI.Devqupment Kit 2014 (UDK2014)
2% 'y 2 e o Continuing with the
EFI Dev Kit (EDK) A P i UEFI Open Source Community
EDK Il Build Taols i B N
All Projects

* Information

D BT This is the community site surrounding the open source components of Intel's implementation of UEFL. To learn how to use UEFI see our start using UEFI page.

Getting Started To learn more about getting involved in the community see our how to contribute page. EDK IT is @ modern, feature-rich, cross-platform firmware development environment for the UEFI and PI sp
FAQ, Acronyms
Documem; If you have any comments for this site please see the Community_Admins page.
Training For the full list of our community projects, visit the Projects page.
Reporting Issues
Legalese
New Announcements
¥ Mavigation
» Tools March 20, 2014

Announcing the new UDK2014 Release. Goto the UDK2014 page to download the release and documentation. The UDK2014 release will deliver the UEFI 2.4 and PI 1.3 support. Specific details on
the UDK2014 Release Notes .

Feb 11, 2014

Upcomming soon UDK2014 See a sneak pre-view: UDK2014 Features

Archived News News from 2009-2013

http://tianocore.sourceforge.net/wiki/Welcome

A UEFI reference implementation is open source, making it easy to audit
A Let the games begin:

I Svn checkout https://svn.code.sf.net/p/edk2/code/trunk/edk2/

© 2014 The MITRE Corporation. All rights reserved.
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Where to Start Looking for Problems?

AAIways start with wherever there is attacker-controlled input

I Many of the UEFI variables are writeable by the OS, and are thus
Nnattacker controll edo

AWe had good success last year exploiting Dell systems by
passing an specially-cr af t ed f ake Bl OS updat

AThe UEFI spec outlines a "Capsule update" mechanism for
firmware updates

iIlTtdéds not directly callable by ri
I But it can be initiated by the creation of a special EFI Variable!
I We considered this to be a good target

ITR
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Capsule Scatter Write

Firmware Capsule

FFFFFFFF ~ ~

CAPSULE_HEADER Operating System

FIRMWARE_VOLUME_HEADER
FIRMWARE_FILE

FIRMWARE_FILE ~ Capsule Data Block 1

' Capsule Data Block O

Capsule Data Block N-1

00000000 \_ 4

ATo begin the process of sending a Capsule update for
processing, the operating system takes a firmware capsule and
fragments it across the address space

© 2014 The MITRE Corporation. All rights reserved.
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Capsule Processing Initiation

FEFFFFFF [ I
3F000000 Capsule Data Block 0
“CapsuleUpdateData” = 3E700000 % 3E700000 DescriptorArray (BlockList) DescriptorArray[0]
Length=0x20000
DataBlock=3F000000
3E000000 Capsule Data Block N-1 DescriptorArray[1]
Length=0x20000
SetFirmwareEnvironmentVariable DataBlock=3D000000
3D000000 Capsule Data Block 1
DescriptorArray[N-1]
Length=0x100
00000000 \ / DataBlock=3E000000

AThe operating system creates an EFI variable that describes the
location of the fragmented firmware capsule

AA "warm reset" then occurs to transition control back to the
firmware

© 2014 The MITRE Corporation. All rights reserved.



Capsule Coalescing
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SPI Flash

AThe UEFI code "coalesces" the firmware capsule back into its

original form.
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Capsule Verification

FFFFFFFF
}“ SPI Flash

Signature Check

CAPSULE_HEADER

FIRMWARE_VOLUME_HEADER

FIRMWARE_FILE

FIRMWARE_FILE

00000000 \ /

AUEFI parses the envelope of the firmware capsule and verifies
that it is signed by the OEM
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Capsule Consumption

FFFFFFFF

}Q SPI Flash

Consume Capsule

CAPSULE_HEADER

FIRMWARE_VOLUME_HEADER

FIRMWARE_FILE

00000000 \ /

AContents of the capsule are then consumeod
I Flash contents to the SPI flash
I Run malware detection independent of the operating system
I Et ce
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Opportunities For Vulnerabilities

AThere are 3 main opportunities for memory corruption
vulnerabilities in the firmware capsule processing code

1. The coalescing phase
2. Parsing of the capsule envelope
3. Parsing of unsigned content within the capsule

A Our audit of the UEFI capsule processing code yielded multiple
vulnerabilities in the coalescing and envelope parsing code

I The first "BIOS reflash" exploit was presented by Wojtczuk and
Tereshkin. They found it by reading the UEFI code which handled

BMP processing and exploiting an unsigned splash screen image
embedded in a firmware[1]

ITR
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Bugs Galore

A We spent ~1 week looking at the UEFI reference implementation and
discovered vulnerabilities in the capsule processing code

I We found 2 exploitable vulnerabilities code-named after chess moves. King's
Gambit is in DXE phase, Queen's Gambit in PEI phase.

A The vulnerabilities allow an attacker to get code execution in the context of
an almost entirely unlocked platform
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