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Don’t Let Mitigations Get in Your Way!

= (=
ec\\@ http://172.16.208.134/exploit.htm o~ 8¢ @misasis - ‘ o oo 63
Exploiting. ..
& Process Explorer - Sysinternals: www.sysinternals.com [win81\ZDI] = B

File Options View Process

Find Users Help

B E=HaE8 X A | ) R I
Process Integrity PID CPU  Private Bytes  Working Set  Description Comparty Name =
| csrss.exe 600 027 1320K 5188 K
= 5| winlogon exe 640 960K 4184 K
.| dwm exe 916 082 67604 K 20776 K
=l | explorer.exe 4072 40,452 K 68.672K WindowsE || Calculator - © n
Ui vmtoolsd exe 1212 0.09 12,680 K 24,324 K VMware Te View Edit Help
¥ procexp exe Medium 3272 048 8.080 K 15,468 K Sysintemals wysinter.
=l (Siexplore exe Medium 1816 0.10 12668 K 27648 K Intemet Bxq
(iexplore exe Low 940 001 11,652 K 30,020 K Intemet BEx (%] ’
| calc.exe Medium 456 5404 K 10,692 K WindowsC ~— — —
7] MpCmdRun.exe 1744 1428 K 4240K [mc || mr || s || me || m- |
— v
=l )l Jl = [y

CPU Usage: 4.79%

Commit Charge: 30.69% Processes: 45 Physical Usage: 67.48%

© Copyright 2014 Hewlett-Packard Development Company, L.P. The information contained herein is subject to change without notice.




Understanding Trust Boundaries
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Trust Boundaries

New Layer of the Defense

Segments Handling of User Supplied Input
Untrusted Processing

Trusted Processing

Check Point in Application

Validate Data

Security Policy Enforcement

Assume Code Execution Vulnerabilities Exist
Mitigate Their Impact on User
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Restricted Access Tokens
Obtained by calling CreateRestrictedToken or AdjustTokenPrivilege

2 iexplore.exe:780 Properties o & n (o) chrome.exe:3940 Properties = = “
Environment Job Strings Environment Job Strings
Image Performance Performance Graph GPU Graph Threads TCP/IP Security Image Performance Performance Graph GPU Graph Threads TCP/IP Security
User: win81\ZDI p User: win81\ZDI
5 SID: 5-1-5-21-1474659414-147445486-1318020174-1001 S SID: §-1-5-21-1474659414-147445486-1318020174-1001
Session: 1 Logon Session: 4842 Session: 1 Logon Session:  48c42
Virtualized: Yes Virtualized: No
Group Flags Group Flags
Logon SID (S-1-5-5-0-297914) Mandatory Logon SID (S-1-5-5-0-297914) Mandatory
Everyone Mandatory NULL SID Mandatory, Restricted
Mandatory Label\Low Mandatory Level Integrity Everyone Deny
LOCAL Mandatory Mandatory Label\Untrusted Mandatory Level Integrity
CONSOLE LOGON Mandatory LOCAL Deny
NT AUTHORITY\Authenticated Users Mandatory CONSOLE LOGON Deny
NT AUTHORITY\Local account Mandatory NT AUTHORITY\Authenticated Users Deny
NT AUTHORITY\Local account and member of Administrators group Deny NT AUTHORITY\Local account Deny
NT AUTHORITY\This Organization Mandatory NT AUTHORITY\Local account and member of Administrators group Deny
win81\None Mandatory NT AUTHORITY\This Organization Deny
BUILTIN\Administrators Deny win81\None Deny
BUILTIN\Users Mandatory BUILTIN\Administrators Deny
NT AUTHORITYNINTERACTIVE Mandatory BUILTIN\Users Deny
NT AUTHORITY\NTLM Authentication Mandatory NT AUTHORITYNINTERACTIVE Deny
NT AUTHORITY\NTLM Authentication Deny
< >
Group SID: nfa Group SID:  nfa
Privilege Flags j Priviege  Flags
SeChangeNotifyPrivilege Default Enabled
SelncreaseWorkingSetPrivilege Disabled
SeShutdownPrivilege Disabled
SeTimeZonePriviege Disabled
SeUndockPrivilege Disabled
< >
Permissions Permissions
G e
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Job Object Limitations

Manage Processes as a unit (o chrome.exe:4060 Properties = = “

Apply Restrictions to Single Point e e = oneres 4 o
Limitations Can Prevent
Creating and Switching Desktops e 40
Exiting Windows S
Reading Data from Clipboard e

Processes in Job:

Desktop Limited

Writing Data to the Clipboard gﬁe“ ES
. USER Handles l_!mfted
Changing System Parameters ReodCpbed  Lintd

Wirite Clipboard Limited
Administrator Access  Limited
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Window Station and Desktop Isolation

Create and Manage User Interface Objects

Window Station contains Clipboard, Atom Table, and Desktops

Desktops contains Windows, Menus, and Hooks

Communication Between Processes Running on Same Desktop
Window Messages

Hook Procedures

Elevate Privileges by Leveraging Other Processes on Same Desktop
Shatter Attacks

Isolation on Unique Desktop Limits Lateral Movement
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Mandatory Integrity Control

Introduced in Windows Vista

Represents Level of Trust
Processes, Files, other Securable Objects
User Interface Privilege Isolation (UIPI)

Prevents Low Integrity Process Communication to Higher Integrity Processes
e Sending Windows Messages
* Installing Hook Procedures

Microsoft Internet Explorer
Medium Integrity Broker

High Low Integrity Renderer

Google Chrome

Medium Integrity Broker
Untrusted Integrity Renderer

Untrusted

System
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Sandboxed Process Communication

Communication Between Different Processes Must Occur
Requirement for Rich Feature Sets

Broker Offers Restricted Set of APIs to Sandboxed Process
Used to Execute Privileged Functionality

Enforces Security Policies or Restrictions

Restricted Interfaces Can Take Several Forms

Shared Memory Inter-Process Communication (IPC)

COM-based Interfaces
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Attack Surface Archetypes
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Kernel APIs

SYSTEM-level Code Execution

Kernel Vulnerabilities Difficult to Discover
Been Through Many Security Reviews
Highly Tested Prior to Release

Case Studies

Pwn20wn 2013

e SYSTEM-level compromise through Google Chrome

 Jon Butler and Nils from MWR Labs

e Vulnerability in NtUserMessageCall due to Boolean argument misuse
Pwn20wn 2014

e SYSTEM-level Compromise through Microsoft Internet Explorer

e Andreas Schmidt and Sebastian Apelt

* Double-free Vulnerability within AFD.sys
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Inter-Process Communication Handling

Most Common Issues in Inter-Process Communication
Memory Corruption Issues

* Broker Process Incorrectly Parsing Parameters

Logic Errors

e Bypass Security Policies to Elevate Privileges

Case Study
Adobe Reader Sandbox Escape Found in Wild
* Heap Overflow in Broker Handling of GetClipboardFormatNameW

Microsoft Internet Explorer CVE-2013-4015

» Due to the handling of the “\t” whitespace character

» Bypass located in ieframe!GetSanitizedParametersFromNonQuotedCmdLine()
* Launch an Attacker-specified Executable Name at Medium Integrity
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Shared Resources

Handles for Sections, Files, Keys, etc.

Sharing (or Leaking) of Privileged Resources
Between the Sandboxed Process and Broker Process
Commonly Leaked by Third-party DLLs

Write Access Can Help Attackers Gain Privilege
Provides an Opportunity for Escape

Browser Developers Taking Proactive Stance

Certain DLLs Blacklisted from Sandboxed Process
Handles Shared Through Broker
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Additional Vectors

Researchers Discovered Many Innovative Ways To Escape

Base Named Object Namespace Squatting

Null DACLs Abuse

Socket-Based Attacks

Policy Engine Subversion

Third-party Software/Local Service Weaknesses

Application Developers Need to Balance Security and Performance
Might Leave Enough Space to Escape
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Uncommon Attack Vectors
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Internet Explorer Save As Dialog Sandbox Escape

b2 = Startup - 0 IEN
File Home Share View v @
T . « Microsoft » Windows » Start Menu » Programs » Startup v ¢ Search Startup »r
-
X Favorites Name Date modified Type Size
B Desktop

This folder is empty.
& Downloads

2| Recent places
18 This PC

“! Network

0 items 4= =

7/31/2014
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Save File Dialog Abuse

Exploitation — Move File Primitive

Need Way to Save Downloaded Files

CProtectedModeAPI::ShowSaveFileDialog
e Ask the User for Permission

CProtectedModeAPI::SaveFileAs
¢ Move the File

Mark of the Web

Applied to Downloaded Files
Different File Creation Primitive Required

e Save As
T 2/ » ThisPC » Documents v ¢ Search Documents
Organize v New folder
" Name Date modified
1% This PC
i Desktop No items match your search.

| Documents

& Downloads

J Music

= Pictures

& Videos
&, Local Disk (C:)
8 DVD Drive (D) IR
® Shared Folders (\

v £

File name:

Save as type:

“ Hide Folders
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Save File Dialog Abuse

Exploitation — File Creation Primitive

Leverage CRecoveryStore

Recovers Tab After Crash

Predictable Location

Renderer Controls Written Title and Location
HTML Application Parser

Extremely Lenient

Executes Anything Within <script> Tags
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IEFRAME | CTabRecoveryData: (SetCurrentTitle:
b86dlc?e Bbif mow edi,edi
0:011> da poi{@==p+3)

N4292ded ‘“"<=cript language='wvh=cript':5Set
N4292=04 "obj = Createlbject("Wscript.Shel"
N4292=24 "1"). .obj.Run "calc.exe"< script:"
N4292=44 "*°"




Save File Dialog Abuse

Exploitation — Combining Primitives

o - IEFRAME | CProtecteddodeAFP] : : ShowSaveFilelialog:

CProtectedModeAPl::ShowSaveFileDialog |css0573¢ abit o edi, edi
. . . 0:015: du poi{@e=p+c)
Destination in the Startup Folder Dd2acafl "C:~Users~ZDI-AppData~Local-. . “ro"

. 042acbald "amning~MHicrosoft Windows=~Start He"
CTabRecoveryData::SetCurrentTitle 042Zach?0 "nu~Programs“Startup~hello. htas. "
Write Malicious Script
CProtectedModeAPI::SaveFileAs TEFRANE | CProtectediodeiPl .  SaveFilehs

. 688041fc Bbif mnow edi . edi
Source is the Recovery Store 0:015> du poi{@esp+s)

N42gabld4 "C:wUsers~ZDIAppData~Local~Micro"
N428ab54 "=soft~Internet Explorer~Fecovery-"
N0428ab94 "Active~Microsoft Web=zite.9CBIE6I"
0d428abd4 "8.8730F9ES~{6DF57AB3-FBE7-11E3-9"
0428acld "729-000C297c6BO60} . dat”
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Save File Dialog Abuse

Root Cause Analysis

CProtectedModeAPIl::ShowSaveFileDialog

Success Assumed
e Reset Only on Error
* Not When User Cancels Dialog
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push
mov

push
push
push
push
call
mov

test

[ebp+arg 1C]

edx, edi
[ebp+arg 18]
[ebp+arg 14]
[ebp+arg 10]
[ebpt+arg C]
IEGetSaveFileName
[ebp+var 4], eax
eax, eax

I —

[~

jnz

loc_102B44CO:

short loc_102B44CC

:

P

push
push
call

[ebp+arg 20]
edi
SHStrDupW

‘

[~

loc_102B44cCC:

pop edi
test eax, eax
jns short loc_102B44D5
L—
v v
[@ = "]
mov eax, 8007139Fh| |and dword ptr [esi+8], 0
jmp loc_102B44D5

L

vy




Save File Dialog Abuse

Remediation

CProtectedModeAPIl::ShowSaveFileDialog

. I
Assumes Failure push  [sbprars iC] ; unsigned _intis -
mov edx, ebx
. push [ebpt+arg 18] ; unsigned __ intl6 *
Success Only When User Confirms push  [shmiara M1 ) nsimed _fmkls .
)’ push [ebp+arg_10] ; unsigned __ intl6 *
push [ebptarg C] ; HWND
call IEGetSaveFileName
mov esi, eax
mov [esp+18h+var_C], esi
test esi, esi
v
- |
loc_102BB171:
jnz short loc_102BB18F
T 1
[
o @
push [ebp+arg 20]
push ebx
call SHStrDupW
mov esi, eax
mov [esp+18h+var_C], esi
test esi, esi
jnz short loc_102BB194
1
v [}
w3 - o @
mov esi, 8007139Fh mov dword ptr [edi], offset aCprotectedmode ;
jmp loc_102BB194 loc_102BB18F: jmp short loc_102BB194
xor eax, eax
mov [ebx], ax|
T
YVYYy
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Save File Dialog Abuse

Remediation

CRecoveryStore
Accessed via CIEUserBrokerObject::BrokerCreateKnownObject
Excluded from List of Allowed Classes
Some Parts Indirectly Still Reachable

IEFEAME | CTabRe: rrentTitle:
b86dl=2e Bbff edl,edi

0:011> da 1
04292d=4 "
04292=04 "obj =
04292=24 "1").
N4292=44 ""

Je="'vhacript ' »Set
==t ( "W=cript . Shel"
.exe" {s=cript "
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Google Chrome Clipboard Sandbox Bypass

3:11PM
7/31/2014

3 @ )
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Clipboard Abuse

Exploitation - Clipboard Write Primitive

Allow Clipboard Access Data Serialized Based on Requested Type
ClipboardHostMsg_WriteObjectsAsync WriteText
ClipboardHostMsg_WriteObjectsSync * Handles Plain Text
Calls SetClipboardData Windows API = Broker Specifies Format
WriteData

e Handles Arbitrary Data
e Renderer Specifies Format
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Clipboard Abuse

Exploitation — Undocumented Clipboard Formats

Caution Clipboard data is not trusted. Parse the data carefully before using it in
your application.

MoreOlePrivateData Clipboard format

Clipboard Type 0xC016 Determined by ObjectType Argument

Can Be Used to Instantiate COM Controls CBF_TEXT Sets Format Based on Operating
ActiveX Killbit Not Checked System

CBF_DATA Gets Format From Arguments
 Arbitrary Data Put on the Clipboard
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Clipboard Abuse

Remediation

List of Registered Formats
Serves as the Allowed List
Checked with Clipboard::IsRegisteredFormatType

void ScopedClipboardWriter::WritePickledData(
const Pickle& pickle, const Clipboard::FormatType& format) {
// |format| may originate from the renderer, so sanity check it.
if (!Clipboard::IsRegisteredFormatType(format))
return;
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Internet Explorer PresentationHost Sandbox Bypass

- ol
@@I@ about:blank p-C “ @ Blank Page x | | A AT

3:03PM
7/31/2014

Pz
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ElevationPolicy Abuse

Executing Processes from the Renderer

Renderer Calls CreateProcess

Calls eventually redirected to CIEUserBrokerObject::CreateProcessW
ElevationPolicy Defines Whitelist of Runnable Applications

Stored at HKLM\SOFTWARE\Microsoft\Internet Explorer\Low Rights\ElevationPolicy
Subkey contains a Policy value dictating how it should be processed.

Policy Value Meaning

3 Broker silently executes the process as medium integrity

> (Default) pser p_rompted before broker executes the process as a medium
integrity

1 Broker silently executes the process as low integrity

0 Broker prevents the process from launching
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ElevationPolicy Abuse

Target: PresentationHost.exe

Wia| Policy

ab|Unmarshaler

REG_SZ
REG_5Z
REG_SZ
REG_DWORD
REG_5Z

(value not zet)

presentationhost.exe

CAWindows'\System32

(00000003 (3)
{4B131FOF-43C2-4e80-A2AF-ES099AACDESE}
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ElevationPolicy Abuse

Protocol Handlers

Privilege level of a page is based on the URL
file:// protocol will get loaded at medium integrity
Internet Explorer disallows redirects to file URL
file:// protocol are blocked from low integrity
PresentationHost.exe Handling of Arguments
\\localhost\C$\ implicitly calls the file:// protocol handler
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ElevationPolicy Abuse

Exploitation

Download Malicious SWF
Store it in a location that is writable by low integrity process

Call CreateProcess on PresentationHost.exe

KERNELBASE | CreateProcessai:

Q0007ffc dD3ab6dal 4c8bdc mowv rll.rsp

0:011> dg rd=

00000047

00000047°
00000047°
00000047
oooo0047”
000o00047"
ooooo047”
0ooo0047”

c3b33490
c3b334a0
c3b334b0
c3b334cl
c3b334d0
c3b334el
c3b334f0
c3b33500

575c3ab3
5c32336d
74736£48
542dee?7?
555c7372
bl636fdc
00000000
00000060

Efed6e69
73657250
6578652e
65677261
Sc726573
776fdcbe
Qooooooo
b722bcch

735c7377
61746265
505c5c20
24435c74
44707041
6331625c
a30a23f8
101bdebs
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65747379
bebfh974
4f326e77
6573555¢c
Schl7461
6677732e
900001fc
aal0bca?

c:\Vindows\syste
mn32\Presentation
Host .exe “\Pwn20
wn—-Target \Cs$\Use
ravlUsernNAppData™
Locallowsblc. swi



ElevationPolicy Abuse

Remediation

ab| Unmarshaler

REG_5Z
REG_SZ
REG_5Z
REG_DWORD
REG_5Z

(value not set)

presentationhost.exe

CAWindows\System32

Oec00000000 (0}
{4B181FOF-48C2-4280-A2ZAF-E3099AAC0E5E |
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Google Chrome Symbolic Link Sandbox Escape

—
/[ hitp://17216.208134/ is 1 x

&« C [} 172.16.208.134 e =

B

This webpage is not available
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Symbolic Link Abuse

Exploitation — Create File?

Background

Google Chrome uses a SQLite Database to Store Data for an Opened Tab
IPC Exists to Facilitate Creation and Access to SQLite Database.

e DatabaseHostMsg_OpenFile Cross Call

Leads to DatabaseUtil::GetFullFilePathForVfsFile

e Merges Desired File with the Base Directory Path
e Ensure Access Outside Sandbox Does Not Occur

Chrome Treated the Supplied Filename as Potentially Malicious

// Watch out for directory traversal attempts from a compromised renderer.
if (full_path.value().find(FILE_PATH_LITERAL("..")) !=
base::FilePath::StringType::npos)
return base::FilePath();
return full_path;
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Symbolic Link Abuse

VfsBackend::OpenFile is Called After the Call to GetFullFilePathForVfsFile
Results in Call to the CreateFile Windows API

Files Stored in NTFS contain Streams

Accessed by Appending the Stream Name and Stream Type to the End of the File
Colon Separated Values
e "$130"is the Stream Name
- Specifies the Default Stream Name
* "$SINDEX_ALLOCATION" is the Stream Type
- Specifies a Directory Stream
Call to CreateFile with “:$130:$INDEX_ALLOCATION” Appended to the Filename
Specifies Access to the Default Directory Stream of the Filename
Implicitly sets the FILE_FLAG_BACKUP_SEMANTICS flag
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Symbolic Link Abuse

Exploitation — Arbitrary File Creation

Turn Newly Created Directory into a Junction Point to an Arbitrary Location
Renderer Holds a Handle to New Directory Stream

Call to DeviceloControl e > @[5 12 w308z
Using FSCTL_SET_REPARSE_POINT as the loControlCode writing the file to the startup
Last Steps St Sre o1 Fe e
Create or Modify a File Off of Privileged Handle AT 77777@

 Target User's Startup Directory = = ~

Achieve Code Execution at Medium Integrity = ?Oii'_

CPUUsage: 290%  Commit Charge: 20.44% Processes: 4  ¥nysical usage: 3637
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Symbolic Link Abuse

Root Cause Analysis

Stems from a Windows 0ddity

Low Privileged Process Can’t Create Symbolic Links

...But Can Create a Junction Point

Junction Point is a Type of Reparse Point

Acts as Symbolic Link to a Directory

Junction Points Require a File Directory Handle

Passing FILE_FLAG_BACKUP_SEMANTICS as a Flag to CreateFile

Not Allowed By DatabaseHostMsg_OpenFile Cross Call

Specifying “$130:$INDEX_ALLOCATION” in the Filename Indirectly Sets Flag
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Symbolic Link Abuse

Remediation

Fixed within CreatePlatformFileUnsafe in platform_file_win.cc
Commit 693fcbe943b19153b14b3c4c18f6ebdedb42a555

HANDLE file = CreateFile(name.value().c_str(), access, sharing, NULL,
disposition, create_flags, NULL);

if (INVALID HANDLE_ VALUE I= flle){

Adld LE c),
file = INVALID_HANDLE_VALUE;
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e proper flag (block ADS).



Conclusion
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Next Evolution in Mitigations
/GS, DEP, ASLR, SAFESEH, SEHOP, ...

Vendors Isolated Applications

Implementing Restricted Permissions

Employing Best Practices

Limiting the APIs Available to the Sandboxed Process
Isolation Technologies Tested

Hours Spent Auditing Code For:
e Memory Corruption Issues
* Logic Errors

Primary Purpose
Clear Separation Between Untrusted and Trusted Processing
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Drives Next Evolution in Exploits

Many Techniques Discovered to Violate This Trust Boundary

Traditional Approaches

Find Memory Corruption Vulnerability in IPC Message Handling
Attack Kernel to get SYSTEM-level Privilege Escalation
Uncommon Approaches

Logic Errors in Dialogs

Vulnerabilities in Clipboard Handling

Abuse of Symbolic Links or Junction Point

Highly Effective Against the Most Advanced Application Sandboxes
Understanding Escapes Provides a Unique Perspective Allowing You to Find the Next One
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Thank you
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